ORDINANCE 27

DEALING WITH AND REPORTING SERIOUS INCIDENTS

1 HEFCE's Model Financial Memorandum (Annex H of July 2010/19) requires all
higher education institutions to report to it the occurrence, or suspected
occurrence, of a 'serious incident', which HEFCE defines as:

. an incident which has resulted in, or could result in, a
significant loss of funds or a significant risk to the University's
property, work, beneficiaries or reputation."

2 Therefore, in line with the Financial Memorandum, the University will report to
HEFCE the following serious incidents:

2.1 loss of assets through fraud, theft or other cause where the value of the
loss is in excess of £25,000; (details set out in paragraphs 14-17 of Annex
B of the Financial Memorandum). Procedures to specifically address
suspected fraudulent activity are covered in Annex 1;

2.2 donations of more than £25,000, in the form of money or other assets, from
unknown donors, or where the source cannot be verified;

2.3 abuse or mistreatment of a charitable beneficiary involved in University
activities (such as a child or vulnerable adult);

2.4 disqualification of a member of the Board of Trustees”; and

25 known or alleged links (other than for bona fide academic reason) with
proscribed organisations or terrorism; this applies to trustees, staff,
students, or anyone else associated with the University.

3 Any suspected incidents, which might be considered 'serious incidents' as defined
above, shall be reported immediately to the Pro Vice-Chancellor (Operations) who
will liaise with the Vice-Chancellor, as the University's 'accountable officer’, to
determine whether wider natification is required.

4 If a serious incident is suspected, the Vice-Chancellor will make an immediate
interim report to the Head of Assurance at HEFCE, together with an indication of
when the University should be able to make a full report on the incident.

5 The Vice-Chancellor will also notify the following persons of the suspected incident
and the action being taken:

5.1 The Chair of the Board of Trustees;

5.2 The Chair of the Audit and Risk Assurance Committee;

* A Trustee shall be considered disqualified if any of the following occur: has an unspent conviction for an
offence involving deception or dishonesty; is an undischarged bankrupt; has been removed from trusteeship
of a charity by the Court/Charity Commission for misconduct/mismanagement of a charity; or is subject to a
disqualification order under the Company Directors Disqualification Act (1986).
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5.3 The Head of the University's internal audit providers; and

5.4 The University's external auditor providers.

The Board of Trustees will also be informed as and when appropriate of any
notification or report to HEFCE.

The full report to HEFCE will provide as much information as possible to
demonstrate that the University has responded to the serious incident in an
appropriate manner, including how it has reviewed systems and controls to
minimise the risk of reoccurrence; the information provided will include the
following:

6.1 whether the incident has happened or is still suspected;
6.2 when the incident occurred and who was involved;

6.3 the impact of the incident on the University, any beneficiary involved, or
both;

6.4 what inquiries have been made and/or actions taken, including any reports
to other regulators or the Police;

6.5 what policies and procedures were in place that apply to the incident,
whether they were followed and, if not, why;

6.6 whether the Board of Trustees has determined that, as a result of the
incident, policies and procedures need to be introduced or revised — and if
so, how and by when.

Where there is significant doubt as to whether a potential incident should be
reported, the Vice-Chancellor will seek advice from the Head of Assurance at
HEFCE.



Annex 1

Fraud Response Plan

INTRODUCTION

1

The University is committed to reducing its risk of fraud and corruption to the lowest
possible level. The University defines fraud as follows (see Appendix A):

“Any action deliberately designed to cause loss to the University, or to
obtain any unauthorised benefit, whether or not this is received personally
or by others.”

The University’s attitude and expectations in relation to fraud are summarised in
Appendix B. As well as seeking to reduce both the opportunity and scope for fraud,
the University is also committed to taking prompt action to fully investigate and
address any suspected cases, whether carried out by staff, students, members of
the Board of Trustees, of the Collegiate Council, or of Committees established by
those bodies, suppliers or other partners. This document defines the authority
levels, responsibilities for action, and reporting lines in the event of a suspected
fraud or irregularity.

PURPOSE

3

The use of the plan should enable the University to:

. prevent further loss;

. establish and secure evidence necessary for civil, criminal and/or
disciplinary action;

. notify the Higher Education Funding Council for England (HEFCE), if the
circumstances are covered by the mandatory requirements of the Audit
Code of Practice;

. minimise and recover losses, including complying with any reporting
requirements under the University's insurance policies;

. ensure that appropriate action is taken against the culprits;

. deal with requests for references for employees disciplined or prosecuted
for fraud;

. review the reasons for the incident, the measures taken to prevent a

recurrence, and any action needed to strengthen future responses to
fraudulent activity;

. keep all personnel with a need to know suitably informed about the incident
and the institution’s response;

. assign responsibility for investigating the incident;

. establish circumstances in which external specialists should be involved;
and

. where appropriate, notify the police and establish lines of communication

with them, e.g. see Appendix B, paragraph 3.

INITIATING ACTION

4

Knowledge of a suspicion of fraud or irregularity may arise through a number of
channels, including the following:

. the requirement on all spending officers under the Financial Regulations to
report any irregularity to the Internal Auditors;

. the University’s procedure on public interest disclosure (‘whistle-blower’s
charter’);

. anomalies highlighted by the operation of control systems and procedures;
and

. planned audit work.



All actual or suspected incidents should be reported without delay to the Chief
Financial Officer. The Chief Financial Officer should, within one working day, hold
a meeting of the following project group to decide on the initial response:

. Pro Vice-Chancellor (Operations) (Chair);

Head of the Internal Audit Service provider;

Chief Financial Officer; and

Director of Human Resources.

If any suspected fraud directly involves any of the persons referred to in 5 above,
then the relevant person should be replaced by the Vice-Chancellor (VC).

At its first meeting the project group will decide on the initial action to be taken.
This will normally be an investigation led by the Chief Financial Officer. The Chair
of the Audit and Risk Assurance Committee should be advised at the earliest stage
when an investigation under this procedure has been initiated (although such
advice should only indicate the fact of the investigation rather than any detail). The
Vice-Chancellor should also be informed at this stage of action taken (unless the
suspected fraud directly involves the Vice-Chancellor). The decision by the project
group to initiate an investigation shall constitute authority to spend the necessary
Internal Audit time on this work. The group will also consider its membership, and
the need to include representatives from other specialist areas, such as Finance,
Computing, Property and Facilities Management, or the Director of Legal Services.

The project group will meet as required to oversee the progress of any
investigation and take major decisions relating to the case, e.g. referral to the
Police.

PREVENTION OF FURTHER LOSS

9

10

11

12

Where initial investigation provides reasonable grounds for suspecting a member,
or members, of staff of fraud, the project group will decide how to prevent further
loss. This may require the suspension, with or without pay, of the suspect(s). It
may be necessary to plan the timing of suspension to prevent the suspect(s) from
destroying or removing evidence that may be needed to support disciplinary or
criminal action. Legal advice should be taken where necessary.

In these circumstances, the suspect(s) should be approached unannounced. They
should be supervised at all times before leaving the University’s premises. They
should be allowed to collect personal property under supervision, but should not
be able to remove any property belonging to the University. Any security passes
and keys to premises, offices and furniture should be returned.

The Property and Facilities Management Department should advise on the best
means of denying access to University property while suspects remain suspended
(for example by changing locks and informing security staff not to admit the
individuals to any part of the premises). Similarly, the Director of the University of
London Computer Centre should be instructed to withdraw without delay access
permissions to all computer systems and advise, if appropriate, on any other
measures to protect the University’s position.

The Chief Financial Officer shall consider whether it is necessary to investigate
systems other than that which has given rise to suspicion, through which the
suspect may have had opportunities to misappropriate University assets.



ESTABLISHING AND SECURING EVIDENCE

13

The Chief Financial Officer will:

. maintain familiarity with the University’s disciplinary procedures, to ensure
that evidence requirements will be met during any fraud investigation;
. establish with the Head of the Internal Audit Service whether there is a

need for audit staff to be trained in the evidence rules for interviews under
the Police and Criminal Evidence Act as this relates to the handling,
securing and storing of evidence;

. establish and maintain contact with the Police, as required,;

. ensure that staff involved in fraud investigations are familiar with and follow
rules on the admissibility of documentary and other evidence in criminal
proceedings; and

. take legal advice as required.

RECOVERY OF LOSSES

14

15

Recovering losses is a major objective of any fraud investigation. The Chief
Financial Officer shall ensure that, where possible, the amount of any loss will be
guantified for all fraud investigations. Repayment of losses should be sought in all
cases.

Where the loss is substantial, legal advice should be obtained without delay about
the options available and any need to freeze the suspect's assets through the
court, pending conclusion of the investigation. Similarly, where the perpetrator
refuses repayment, legal advice should be sought about prospects for recovering
losses through the Civil Court. The University would normally expect to recover
costs in addition to any losses.

REPORTING

Reporting Lines

16

17

The project group shall provide periodic confidential update reports to the Chair of
the Audit and Risk Assurance Committee and the VC summarising:

. circumstances surrounding the case, contributing factors etc;
guantification of losses;

progress with recovery action;

progress with disciplinary action;

progress with criminal action;

estimate of resources required to conclude the investigation; and

actions taken to prevent and detect similar incidents.

The project group will also consider the need to keep others informed, in particular
the External Auditors and the Director of Marketing and External Relations.

Reporting to the Board of Trustees

18

19

20

An incident shall be reported without delay by the Vice-Chancellor, to the Chairs
of both the Board of Trustees and the Audit and Risk Assurance Committee.

Any significant variation from the approved Fraud Response Plan, together with
reasons for the variation, shall be promptly reported to the Chairs of both the Board
of Trustees and the Audit and Risk Assurance Committee.

On completion of an investigation, a written report shall be submitted to the Audit
and Risk Assurance Committee containing:



. a description of the incident, including value of any loss, people involved,
and the means of perpetrating the fraud;

. the measures taken to prevent a recurrence; and

. any action needed to strengthen future responses to fraud, with a follow-
up report on whether the actions have been taken.

21 This report will normally be prepared by the Chief Financial Officer.

OTHER ISSUES

Responsibility for Investigation

23 All investigations shall normally be led by the Head of the Internal Audit Service
under the direction of the project group set up to deal with the specific case.
Investigations shall not be undertaken by management, although management
should co-operate with requests for assistance from Internal Audit.

24 Some investigations may require the use of technical expertise which the
University’s Internal Audit Service does not possess. In these circumstances, the
project group may approve the appointment of external specialists to lead or
contribute to the investigation.

References for employees disciplined or prosecuted for fraud

25 Any requests for a reference for a member of staff who has been disciplined or
prosecuted for fraud shall be referred to the Director of Human Resources. The
Human Resources Department shall prepare any answer to such a request.

Review of Fraud Response Plan

26 This plan will be reviewed by the Chief Financial Officer for fithess of purpose at
least annually or after each use. Any need for change will be reported to the Audit
and Risk Assurance Committee for approval.

15 October 2014



Appendix A: Definition of Fraud

1

Note:

The University of London considers the following behaviour as “fraudulent”:

“Any action deliberately designed to cause loss to the University, or to
obtain any unauthorised benefit, whether or not this is received personally
or by others.”

This definition of fraudulent conduct is considered to apply equally to staff,
students, members of the Board of Trustees, of the Collegiate Council, or of
Committees established by those bodies, suppliers, partners, subsidiaries,
associates and any other individuals or organisations who have dealings with the
University.

There is no legal definition of “fraud”. The UK Institute of Internal Auditors (IIA(UK))
Fraud Position Statement refers to the definitions used by the Metropolitan Police
and the Law Commission.

The Metropolitan Police Fraud Squad defines fraud as:
« Theft involving the distortion, suppression or falsification of financial records.

The Law Commission, in its report on Fraud (July 2002), developed a broader
definition:
* Any person who, with intent to make a gain or to cause loss or to expose another
to a risk of loss, dishonestly:
(i) Makes a false representation, or
(i) Fails to disclose information to another person which,
a) He or she is under a legal duty to disclose,
b) Is of a kind which the other person trusts him or her to disclose, and
is information which in the circumstances it is reasonable to expect him or
her to disclose, or
(iii) Abuses a position in which he or she is expected to safeguard, or not to act
against, the financial interests of another person or of anyone acting on that
person’s behalf.

The offence of obtaining services dishonestly would be committed where, with
intent to avoid payment, a person by any dishonest act obtains services in respect
of which payment is required. Deception is not an essential element of the offence.
It would therefore extend to the obtaining of services by providing false information
to computers and machines, which under the present law may not amount to any
offence at all.

In view of these two definitions, the IIA(UK) considers that “fraudulent behaviour
could involve either internal disciplinary action, proceedings in the civil courts or
prosecution by the police. Fraud can also be linked to other serious criminal activity
taking place outside of the organisation in which it occurs, including extortion and
money laundering.”

25 March 2009



Appendix B: Statement of the University's Policy in Relation to Fraud
The University will not tolerate fraud, and expects the following standards of
conduct and behaviour:

1

16 July 2014

All staff, students, members of the Board of Trustees, of the Collegiate
Council, or of Committees established by those bodies should behave in a
fair and honest way in any dealings related to the institution. This applies
equally to both internal conduct, and also externally in relation to our
suppliers, partners and other business associates.

All staff should apply themselves diligently to their work and the execution of
their duties. Specifically they should have due regard to the need to
rigorously apply those internal controls, rules and regulations which are
designed to prevent, deter and detect fraud.

As well as operating within the law and any specific agreements or contracts,
all external organisations dealing with the University must conduct
themselves in accordance with normal ethical business standards consistent
with the University’s charitable status and public-sector funding.

Staff, students, members of the Board of Trustees, of the Collegiate Council,
or of Committees established by those bodies should be aware of the
institution’s Whistle blowing Policy and the right this gives them to raise
legitimate concerns about possible fraud, as well as other
problems/irregularities.

Any member of staff, students, members of the Board of Trustees, of the
Collegiate Council, or of Committees established by those bodies, supplier,
partner or associate should promptly report to the appropriate contact within
the University all legitimate concerns about suspected fraud or irregularity.
(Guidance on this can be obtained from the Chief Financial Officer.)

Where any fraud is committed against the University, consideration will always be
given to prosecuting the person/organisation responsible through all criminal
and/or civil means available.

A major objective in any fraud investigation will be the punishment of the
perpetrators, to act as a deterrent to others. The University will follow disciplinary
procedures against any member of staff or student who has committed fraud. The
University will normally involve the Police and pursue the prosecution of any such
individual.



